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encryption and decryption. In this work, we proposed a secret key
generated by using Fibonacci Q matrices and Trellis-based

Keywords: . steganographic method. Our work includes iterative keys, one based on
Fibonacci Q matrices the generalized Fibonacci Q matrix and the other based on Trellis
i}?f?ggfﬁirﬁpc?yher steganography method. What makes this work special is that knowing the
Trellis P secret key is not enough to decrypt it.

Symmetric key

Genellestirilmis p-Fibonacci Q matrisleri ve Steganografi ile Bir Afin-Hill Sifreleme
Uygulamasi

Arastirma Makalesi 0z
Makale Tarihgesi Afin-Hill sifrelemesi simetrik anahtarli kriptografik bir algoritmadir.
Gelis Tarihi: 13.07.2023 Literatiirde, gizli anahtar ad1 verilen ve hem sifreleme hem desifreleme

Kabul Tarihi:20.09.2023

! i¢in kullanilan simetrik anahtarin dezavantajlarinin {istesinden gelmek
Online Yayinlanma: 08.03.2024

i¢cin Onerilmis bir¢ok ¢aligma bulunmaktadir. Bu ¢alismada, Fibonacci
Q matrisleri ve Trellis tabanli steganografik kullanilmasi ile tiretilen bir
gizli anahtar Onerilmistir. Caligmamiz biri Fibonacci Q matrislerine
digeri ise Trellis steganografi metoduna dayali tekrarli anahtarlar

Anahtar Kelimeler
Fibonacci Q matrisleri

Steganografi
Aff?n-H?ll sifresi icermektedir. Caligmay1 6zel kilan sey, gizli anahtarin bilinmesinin
Kafes desifre i¢in yeterli olmamasidir.

Simetrik anahtar

To Cite: Civi Bilir G, Altikol 1., 2024. An affine-hill cipher application with the p-generalized fibonacci Q matrices and
steganography. Kadirli Uygulamali Bilimler Fakiiltesi Dergisi, 4(1): 48-59.

Introduction

Hill cipher was invented by Lester S. Hill in 1929, is the first polygraphic substitution
based on Linear Algebra. In 1931, L.S. Hill extended Hill Cipher by using the affine
transformation. In Hill encryption and decryption, the same invertible key matrix is used

(Stallings, 2017). Therefore, it must be secured and protected. In many studies, the different
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procedures have been applied to increase the security. Various researchers gave new forms to
improve those that already exist results by using the principles of linear algebra. Viswanath
and Kumar proposed a public key cryptosystem involving two digital signatures for Hill’s
cipher (Viswanath and Kumar, 2015). Then, Sundarayya and Prasad (2019) proposed a
system involving two or more digital signatures under modulation of prime numbers. An
algorithm for Affine-Hill cipher in which the key was taken as the reflection on a line y =
ax + b is used by Prasad et al. (2016). In the literature, there are also articles that use
Fibonacci sequences for the Affine Hill Cipher, reducing time complexity and increasing
security. One of these works was to exchange the order and the power of multinacci matrices
instead of exchanging key matrix (Ugar et al., 2019; Prasad and Mahato, 2021). Finally, very
recently, Billore and Patel (2023) proposed an extended generalized Fibonacci matrices and
modified a public key for Affine-Hill Cipher by using extended generalized Fibonacci
matrices).

In this article, a new key exchange model in which the determined key is first hidden by
a Trellis-based steganography method, then iterated by using the p- generalized Fibonacci Q
matrices and finally transmitted to the receiver as the secret key is proposed.

Steganography is the art of the concealing of confidential or non-confidential data
within a message or a video or an object. It is originally derived from the ancient Greek words
Steganos meaning secret, and graphia meaning writing. Therefore, it is sometimes compared
to cryptography but in reality, they are different. In cryptography data is transmitted to the
receiver after encrypted by using various ways. Whereas no encryption or decryption is used
in steganography. So, it can be defined as “covered writing” and cryptology as ‘“secret
writing” (Kahn, D., 1996). In our paper we use one of the steganography method called

Trellis.

Fibonacci Q Matrices
The sequence {F,} defined by the recurrence relation
E,=F,_,+F,,, n=>2, (1)
where F, = F, =1 is known as the second order Fibonacci sequence (Bruggles and
Hoggat,1963), (Hoggat, 1969), (Koshy 2018). Thus, the Fibonacci sequence is the series of
the numbers
0,1,1,2,3,5,...,8,13,21,34, ...

Now, we consider the recurrence relation given by
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fasp = fat fosr+ o+ fosp-1, DPEZT 2
where fo =fi = =f2=0,f.1=1.

Setting p = 2 we find the Fibonacci sequence given by (1).

Setting p = 3 we find the recurrence formula

fors=hht et H=1=0, =1,
which defines the Tribonacci sequence.

By setting p=4,p=5 p=6,p=7 p=8, p=9 in (2), we find Fibonacci
sequences called Tetranacci, Pentanacci, Hexanacci, Heptanacci, Octanacci and Enneanacci
sequences, respectively.

For any p € Z* , the sequence defined by (2) is called the p-generalized Fibonacci

sequence or Multinacci sequence of order p. By rewriting (2) in the vectoral form found as

follows:
[fn+p ] [ nt fae1 T ---+fn+p—1] [1 1 1 - 1 1-| [fn+p 1‘|
|fn+p 1| | fa+p-1 | [1 0 0 .. 0 O] |fn+p 2|
: =] : I=|s S U .|I l, (3)
[fn+2| l fn+2 J lO o 0 - 0 1J fn+1 J
fn+1 fr+1 0 0 O 1 0 fa
where the matrix denoted by
[1 1 1 - 1 1]
[1 0 0 .. 0 Of
Q=1 + + =~ i il
[0 o o0 - 0 1J
0O 0 0 .. 1 0

is a pxp matrix and it is called the p —generalized Fibonacci Q matrix (Stakhov, 1999).

The sequence obtained by setting p = 2 in (3) gives the matrix defined as the Fibonac-

-l 5
1 F K

The Fibonacci Q matrix was first used by Brenner (1951) and the basic properties of the

ci Q matrix

matrix were given by King (1960).
In this article we used the Multinacci Q matrix of order p to exchange the secret key for
Affine Hill-Cipher.
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Trellis Steganography Method

One of the methods of steganography used in secret communication was to hide
messages by writing them on stencils (Civi Bilir, 2023). One such variation, called Trellis,
which resembles a chessboard, was used by Sir Francis Walsingham (1530-1590) who was a
spymaster in the Elizabethan (Kahn, 1996).

To conceal the letters of the plaintext to a Trellis stencil, the following steps are
performed.

Step 1. Trellis board similar to the chessboard is taken in the wrong position.

Step 2. Each letter of the plaintext is written in a single white cell as vertically.

Step 3. After filling in 32 letters, the board is turned through in the clockwise direction
by 90 degrees.

Step 4. Each of the remaining letters is written in a single white cell vertically.

Step 5. If the plain text is shorter than 64, the remaining cells are filled up with null
letters. If the plain text is longer than 64 letters, we require another turn of the board.

Step 6. The hiding process is completed by reading the 64 letters on the cells from left
to right horizontally.

Example of Trellis Method
Let us consider the plaintext from Mevlana’s wise words as

“In compassion and grace be like a sun, in modesty and humility be like earth”

O BN O Ol B b0 o

T

N S 1 A L E H
D A N Y L A |
C T o | C | A J
E S H G B 1 R N
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After following the steps of the Trellis method, the ciphertext is obtained as

“MMAAIBEUIESUREKTOPNNTEENNSIMALEHDANDYLAICTOICIAESHGBIR
NOYNLEKSJ”

The Proposed Method

In this paper an application for Affine-Hill cipher with iterated keys is given. The main
aim of our work is to transmit the key by exchanging it in two steps. We first applied the idea
used in Trellis to conceal the key and then we constructed the exchanged key by using the
multinacci Q matrices of order p.

Consider Alice’s message as “Where are you?”. Alice wants to send her message to
Bob. Now, we explain our proposal in the following steps:

A. Encryption
Step 1. Alice chooses her key. Let it be “Hello everyone”.

By using the following conversion table, the corresponding key matrix is constructed as

7 4 11 11

Ko 14 4 21 4
17 24 14 13|’
4 26 26 26

where the number 26 is used to represent the null character.

Step 2. Alice takes the shifting vector B as any column of the matrix K. Let it be

7
14
B=117
4

Step 3. Alice encrypts her message by using the Affine Hill cipher algorithm. In

encryption mode E with the key matrix, she finds the ciphertext C that converts the plaintext
P, where C = E(P,K) .

By applying the Affine-Hill algorithm over Z,,, we use
C; = KP; + B (mod 27),

where
w E Y
_|H _|A _ |0
pl E ) p2 R’ p3 U
R E N

and corresponding vectors are
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22 4 24

_|7 _10 14
Pl - 4 ) PZ 17 ! P3 20
17 4 26

according to the conversion table.

Table 1. Conversion Table

Thus, the cipher blocks are obtained as

7 4 11 111 [221 [71 [420] [15]
|14 4 21 4 7 14| 502 |16
€= 17 24 14 13| | 4|7 |17/ = [836 (mod 27) = 26|
4 26 26 26] 171 4] 1820] 10
(7 4 11 111 [41 [7]1 [266] (23]
|14 4 21 4 0 14| _ |443 |11
C2=117 24 124 13| |17| T (17| = [375|(Mm0d27) =[5,
4 26 26 261 L4l L4] |566. 26
7 4 11 111 [24 7 737 (8]
|14 4 21 4| |14 14| | 930 |12
Cs = 17 24 14 13| (20 + 17| 1379 (mod 27) = 21"
4 26 26 26] 126 4 1660 [13]
which give the cipher blocks as
P X I
L M
C1 = g , Cp = Y and C3 = C y
K 9 N

respectively. Finally, the plaintext is converted to the ciphertext “PQKXLYIMCN”.

B. Key Exchange

Step 1. Determine the number n and construct a Trellis stencil sized 2mx2m, where

n? =m+q, m and q are the key length and the number of the null characters in the key
matrix K, respectively.

Step 2. Construct a Trellis stencil and take it in the wrong position. Next, input mT-I-q

letters of the key into the stencil, vertically.
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Step 3. Rotate the stencil 90 degrees, clockwise and input the remaining letters,

vertically. If the length of the key is less than g choose a null character to fill up the

squares.

Step 4. By reading from left to right, complete the steganography process.

R E |V
H| O] O] 38
Y S E
E | N | E S

Step 5. Determine the corresponding matrix K by using Table 1.

17 11 4 21
7 14 14 26
24 11 26 4
4 13 4 26

Step 6. Consider the number p = 2m and construct the multinacci matrix of order p as
follows
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1 1 1 1

|1 0 0 O

Qq = 01 00

0 01 O

Step 7. Calculate Kr = Kr — @, as

16 1 1 1
1 0 0 O
KF:KT_Q4-: O 1 O O
0O 0 1 O

Step 8. Find key text corresponding the matrix Kx
Kz : QKDUGOOYEENDY
Step 9. Transmit the pair (C, Kg) to the receiver.
C. Decryption

Stepl. Define the key length as p and construct the generalized Fibonacci matrix of

order p as follows

Q4 =

©C O R R
O R O R
_ OO R
o oo R

Step 2. Calculate Ky = K + Qp, as

17 11 4 21
7 14 14 26
24 11 26 4
4 13 4 26

Kr =Kp+ Q4 =

Step 3. Find the corresponding matrix as follows

R|L|E V
H|O O 9§
Y| L | 9§ | E

E|N|E| S

2

Step 4. Construct a Trellis stencil with n? —cells. Then, input the "7 letters
corresponding to the white squares of the stencil, horizontally.
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Step 5. Rotate the Trellis stencil 90 degrees, counter clockwise and input the remaining

letters, to the white squares of the stencil, horizontally.

Step 6. Determine the secret key by using the Step 5 and Step 6:
“HELLO EVERYONE”
Step 7. Write the corresponding key matrix as

7 4 11 11
14 4 21 4
17 24 14 13
4 26 26 26

K=

Step 8. Decrypt the ciphertext using the Affine-Hill algorithm. In decryption mode D
with key K to recover P use P = D(C,K) = K~'C (mod 27).
Thus, we solve the message as “WHERE ARE YOU?”

In the following Figure we give the encryption algorithm with iterated keys.
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®
w Alice

Key: Hello
everyone

Plaintext:
Where are you?

'i‘ Bob

—
Trellis

Hidden Key:
Kr=RLEVHOOJYLJEENEY

Encryptionl

 ———

Alice's Secret Key: K

KF:KT_Qp

Ciphertext:
PQUKXLYJIMCN

l

Kg : QKDUGOOYEEND®

l

Construction of Qgand
calculation of K;=Ky+Q,

l

Detection of hidden key:
Hello everyone

l

Decryption plaintext by using
P= K ''C (mod27):
“Where are you?”

Figurel. The Proposed Algorithm with Iterated Keys

Comparisons and Conclusion

In the original form of the Affine-Hill’s cipher, Alice and Bob agree on a common
shared key used to encrypt and decrypt, but the main difficulty of the symmetric key is a
problem of key transmission. For this reason, in recent decades Affine-Hill cipher are not
limited to symmetric key. There are many articles based on public key cryptosystem.

The main result of the present article can be summarized as a new proposal for Affine-

Hill cipher involving exchanged key via firstly with Trellis-based steganography method and

multinacci Q matrices of order p.
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